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RESIDENTIAL HOUSES iN SHUSHA ARCHITECTURE HERITAGE

Gunel Seyidahmadli
Ph.D. Panstwowa Agencja Turystyki Republiki Azerbejdzanu
Baku, Azerbejdzan

DZIEDZICTWO ARCHITEKTONICZNE DOMOW MIESZKALNYCH W SZUSZY

Annotation.

Garabagh, with its capital first in Barda and then Shusha, has always been the cultural, political and eco-
nomical centre of Azerbaijan. When Panah Ali Khan constructed the Shusha fortress in 1750, its eastern part-Old
Shusha started to be built up too. Here Shusha had 17 quarters inhabited by Azerbaijanis. For convenience, they
were divided into upper and lower ones. Inhabitans of these quarters used to call themselves proudly galali (living
in fortress). The western part of the city, constructed later, was inhabited, basically, by Christians-Armenians,
Russian and Georgians.

In Shusha and its surroundings, a considerable quantity of defensive constructions has preserved. These ma-
jestic stone monuments of history represent a huge value for researchers. Looking at them, one can understand,
at what cost our ancestors always tried to keep their independence. Palaces, caravanserais, bath and apartment
houses of Shusha, which have preserved up to the present, bear even more information on history and material
culture of the city.

As it is seen, Shusha houses used to be constructed, basically, from stone, with gabled roofs. White and thick
stone, which decorated entire Shusha, was extracted in the surroundings of the city and was dressed by local
masons. Houses had mostly two or three floors with big windows and beautiful entrances. Most of the houses had
also cellars for storage of products and a stable. Many-roomed houses of Garabagh princes, beys and Shusha
traders (imaret, malikana), which were quite numerous in Shusha, had luxury and richness. Such houses had big
halls for receptions of guests and family celebrations.

Adnotacja.

Karabach, ktorego stolicq byta najpierw Barda, a nastepnie Szuga, od zawsze stanowit centrum kulturalne,
polityczne i gospodarcze Azerbejdzanu. W 1750 roku, kiedy Panah Ali Chan wznidst twierdze w Szuszy, rozpoczeto
rowniez zabudowe jej wschodniej czesci — tzw. Starej Szuszy. Miasto obejmowalto 17 dzielnic zamieszkanych przez
Azerbejdzanow. Dla wygody podzielono je na gorne i dolne. Mieszkancy tych dzielnic z dumg nazywali siebie
galali (mieszkancy twierdzy). Zachodnia czesé¢ miasta, zbudowana pozniej, byta zamieszkana glownie przez
chrzescijan — Ormian, Rosjan i Gruzinow.

W Szuszy i jej okolicach zachowalta sig znaczna liczba budowli obronnych. Te majestatyczne kamienne zabytki
historii stanowiqg ogromng wartos¢ dla badaczy. Przyglgdajgc sie im, mozna zrozumieé, jakim kosztem nasi
przodkowie starali si¢ zachowac swojq niezaleznos¢. Patace, karawanseraje, taznie oraz domy mieszkalne Szuszy,
ktore przetrwaly do dzis, dostarczajq jeszcze wigcej informacji o historii i kulturze materialnej miasta.

Jak widaé, domy w Szuszy budowano gtownie z kamienia i przykrywano dachami dwuspadowymi. Bialy,
masywny kamien, ktory zdobif cate miasto, wydobywano w jego okolicach i obrabiano przez miejscowych
rzemiesinikow. Domy mialy najczesciej dwa lub trzy pietra, duze okna oraz ozdobne wejscia. Wiekszos¢ z nich
posiadata rowniez piwnice do przechowywania produktow oraz stajnie. Wielopokojowe rezydencje ksiqzqt ka-
rabaskich, bejow oraz kupcow z Szuszy (imaret, malikana), licznie wystgpujgce w miescie, wyrdznialy sie luksusem
i bogactwem. W takich domach znajdowaly si¢ przestronne sale przeznaczone do przyjmowania gosci oraz or-
ganizowania uroczystosci rodzinnych.

Key words: Shusha, Garabagh, apartment houses, architecture, heritage
Stowa kluczowe: Szusza, Karabach, domy mieszkalne, architektura, dziedzictwo

Introduction
Karabakh, the bearer of Azerbaijan's tangible and

khanates separated from the Afshar dynasty (F. Khalili,
2022). The history of Old Shusha (before the Soviet

intangible heritage, and its center, Shusha, are the most
important value for our culture. "The city of Shusha is
one of the most important examples of the post-medie-
val cities of Azerbaijan. The founding of the city of
Shusha coincides with the emergence of independent

rule) can be divided into two main stages, before and
after it joined the Russian Empire.

Panahali aga Javanshir, the founder of the
Karabakh Khanate, of which capital was first in Barda,
then in Shusha, a famous general and statesman, was
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born in Karabakh in a well-known family of the Javan-
shir lineage, served under Nadir Shah Afshar, passed
the school of battle strategy and tactics, and learned the
basics of public administration here. Nadir Shah ac-
cepted him as one of his closest people and gave him
the title of "bey". After the murder of Nadir Shah in
1747, independent khanates such as Ganja, Shirvan,
Shaki, Guba, Baku and others were formed in Azerbai-
jan. In Karabakh, Panahali Bey established the
Karabakh Khanate by persistently fighting local emirs
and maliks who opposed the centralized power. "The
Karabakh Baylarbeyliyi, which was founded in 1551,
was divided into the Karabakh and Ganja khanates, and
the power in the Karabakh khanate passed from the
Gajars to the Javanshirs (the Ziyadoglu Qajars continue
to rule in the Ganja khanate)" (Chingiz Gajar; 2014)

Panahali Khan turns Bayat Castle, which he built
and completed in a short time, into the capital of the
Khanate. Later, Panahali Khan built a new capital near
present-day Aghdam in a place called Shahbulag and
continued to expand the territory of the Karabakh
Khanate at the expense of the lands of the neighboring
Khanates. The increasingly influential Panahali khan
and Sheki, Ganja, Iravan, Tabriz, Garadag khans were
looking for a way to become allies and maintain
friendly relations. In order to be sure of the security of
his family and treasure, Panahali Khan decided to build
a third, this time completely impregnable fortress and
move the capital there. It was founded in 1750 in a
dense forest surrounded by steep cliffs. “The fortress
was initially called "Panahabad" in honor of Panahali
Khan, then "Shusha". Architects and builders from all
over Azerbaijan were invited to build the walls of the
fortress and the city. Residents of the surrounding vil-
lages were moved to the new capital. Khan's palaces,
mosques, baths were being built. In particular, intensive
constructions increased more during the period of Ibra-
himkhalil Khan. The construction was led by the prime
minister of the Khan, Molla Panah Vagif, who was fa-
miliar with construction works very well and per-
formed this work with great love (Chingiz Gajar;
2014).

On May 14, 1805, Karabakh khan Ibrahimkhalil
signed a humiliating treaty with prince Sisianov in the
place called Kurakchay, the results of which are still
visible today for the people of Karabakh and Azerbai-
jan. "According to the Kurakchay Treaty, Ibrahimkhalil
Khan recognized the authority of the Russian emperor,
undertook to pay a tax of eight thousand chervons every
year and became a part of Russia. Armenians brought
from Iran and Turkey were being settled in Karabakh.
As it is known, while the Russians were in the Cauca-
sus, approximately 1.5 million Armenians from differ-
ent countries of the world were moved to the territory
of the former Iravan Khanate alone, and as many Azer-
baijanis were forcibly removed from there (Chingiz
Gajar; 2014). Thus, with the Kurakchay agreement, the
process of rapid Armenianization in Karabakh was
started.

The fighting for Karabakh continued without in-
terruption until 1813, when a peace treaty was signed
between Iran and Russia in the village of Gulustan. Ac-
cording to this agreement, the Karabakh Khanate, of

which capital is Shusha, fell under the rule of the Rus-
sian Empire.

In the order of the commander-in-chief of the Rus-
sian troops in the Caucasus, A. Yennolov it was men-
tioned that, "According to the description of the
Karabakh province, in 1823, about 16,000 Azerbaijani
and 5,000 Armenian families lived in Karabakh. At the
same time, there were 450 Azerbaijani and 150 Arme-
nian villages in Karabakh. There were 5033 Azerbai-
jani nobles, while there were only 1987 Armenian no-
bles. Mostly poor Armenians were moved to Karabakh.

Considering that Azerbaijani families are always
larger, it turns out that only a quarter of the population
in Karabakh and Shusha are Armenians. This is after
many Azerbaijani tribes were removed from Karabakh
by Nadir Shah Afshar and exiled to Iran.

The social composition of the population of old
Shusha was the same as in ordinary Azerbaijani cities.
Representatives of the Khan dynasty, gentlemen,
clergy, officials, craftsmen, merchants, medical work-
ers (doctors, midwives, chiropractors) and pharmacists
of the old, medieval and new formations, teachers of
the old and new generation, cultural figures lived in the
city.

"According to Russian sources, in terms of the
census in Shusha in 1830, the number of artisans in-
creased 10 times, and the number of merchants in-
creased 7.5 times. During that period, the number of
bey families (nobles) increased by 40 times. This can
be explained by the fact that the landowners in the
lower regions of Karabakh had properties in Shusha,
where their families lived and which they visited in the
summer" (Chingiz Gajar; 2014).

The tradition of Shusha architecture as a
unique style in the architectural history of Azerbai-
jan

"Shusha is a museum-city. It is enough to show
just one of the ideas about its architectural monuments
- the idea of calling it "Little Paris". The streets, resi-
dential houses, caravansaries, mosgues, mausoleums
and palaces of Shusha have been described by many
travelers (Chingiz Gajar; 2014).

Elturan Avalov, the leading expert on architecture
of Shusha, divides the construction of the city into three
stages. The first stage is the period of laying the foun-
dation of Shusha, building the fortress walls and cas-
tles, starting the construction of the lower area of the
eastern part and forming the lower quarters. The con-
struction of the upper part of the eastern part of the city
and the formation of the upper quarters during Ibrahim-
khalil Khan's administration is the second stage (1763-
1806). And finally, after the arrival of the Russians in
1805, the third stage resulted in the construction of the
upper western part of the city and its intensive develop-
ment.

In the first stage of the construction of Shusha,
Panahali Khan moved the inhabitants of the former cap-
ital Shahbulag and surrounding villages to Shusha. The
security of the fortress, beautiful natural conditions,
and the location of the city at the intersection of major
trade routes attracted artisans and merchants from all
over Azerbaijan.
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Plots of land were distributed to newcomers, and
according to Karabakh historian Muhammedali bey Ba-
harli, settlement in Shusha began from the Chukhur
quarter located in the lower part of the eastern part of
the city. In the initial stages, the construction was car-
ried out in a disorganized manner, without any plan. At
that time, black roofs, which were widespread in the
lower part of Karabakh and in Ganja were built here.
They were cramped and uncomfortable. According to
some plan, palaces, mosques and caravansary were
built among these houses. After the first people moved
to the new place got used to it, the black roofs were re-
placed by residential houses with their own architecture
characteristic of Shusha. There were enough materials
and craftsmen for their construction. The massive con-
struction of Shusha began during the reign of Panahali
Khan's son Ibrahimkhalil Khan.

Already at the beginning of the 19th century, in
Shusha, "the houses were almost all built of stone, most
of them were covered with thin, narrow boards, and a
kind of planning structure of the city is defined. One of
the first fundamental buildings of Shusha, adjacent to
the fortress walls and towers, was the palace of
Panahali Khan. Its construction began with the laying
of the foundation of the castle walls on top of the rock
in the region that was later named "Chukhur”. Its fa-
cade, decorated with an arched alagap, faced Topkhana.
To the right of it were stables and farm buildings. Later,
Panahali Khan built palaces for his sons with the same
materials and in the same style next to his own palace
(Chingiz Gajar; 2014).

Despite the outward irregularity of Shusha's initial
buildings, it was later divided into distinct neighbor-
hoods like other Azerbaijani cities. Representatives of
certain compatriot societies or related professions and
one generation settled in these neighborhoods, which
differed in size and terrain. In the old (eastern) part of
Shusha, as written by Karabakh historian M.Baharly,
seventeen neighborhoods were formed. Nine of them
were lower neighborhoods, which were Gurdlar, Sey-
idli, Chukhur (more ancient), Dordlargurdu, Haji Yusi-
fli, Dordchinar, Cholgala, Juhudlar, and eight were up-
per neighborhoods that can be identified as Merdinli,
Saatli, Kocherli, Mamayi, Khojamirjanli, Damirchi,
Hamamgabaghi, and Taza.The foundations of urban
planning principles of the future city were laid in the
old part of Shusha. After the occupation of Shusha by
the Russians, the western part of the city, where Chris-
tians lived, began to be intensively populated with Rus-
sians, Georgians, and especially Armenians.

Streets of Shusha

The famous Russian artist V. Vereshagin, who vis-
ited Shusha in 1865, writes about the streets of the city
in his travel notes: It is the capital of the Karabakh
Khanate, it is a very well-fortified place. It is protected
on two sides by bare rocks and on the other two sides
by buildings, walls and towers.

The city of Shusha is completely different from
other cities of Transcaucasia where | have been.
Iravan, Nakhchivan and Yelizavetpol, which | visited
only shortly, have characteristic features of the East.
The houses in these towns are few and low, mostly built

of soil and brick, and are distinguished by their rare
windows and low timbers, lost among the greenery of
the surrounding gardens. The streets are narrow, lit-
tered, crooked, paved with stone or hardly any at all.
Shusha is in stark contrast to these cities. The houses of
this city are straight, beautiful, high, lit by many win-
dows. It was built from the stones of the steep rocks on
which Shusha is located. Big cobblestones are every-
where on the streets. The roofs of the houses are made
of thin wood - European style"

At the intersection of the streets, the walls of the
fences or houses were built from cut and hewn stones
for the convenience of pedestrians and traffic. The
streets were very winding, steep, up and down, concave
and convex, very winding. As the study of medieval cit-
ies surrounded by castle walls shows, such planning of
streets that often change their direction and a lot of cul-
de-sacs was justified during the defense of the city from
the enemy crossing the castle walls.

The pavements of the shopping streets, like most
of the other streets of Shusha, were covered with large,
rectangular stones and paved with river stones. The out-
lying streets were in stark contrast to the central streets.

A cobbled arch sewer was laid under the main
streets. Shusha is one of the few cities of Azerbaijan
with a sewage system. The streets of Shusha were lit by
lanterns, and by the end of the 19th century, there were
30 such street lamps in the city.

In the middle of the 19th century, there were 1856
houses, 476 shops, 11 streets, 4 caravansaries, 2 mar-
kets, 7 baths, 979 wells, 6 squares, 4 stone and two cob-
ble bridges, 9 mosques and 4 churches in Shusha.
Within half a century, the population of Shusha in-
creased dramatically. "Caucazskiy Calendar” (Cauca-
sian Calendar) wrote at the beginning of the 20th cen-
tury that there were 2,983 houses in Shusha. 2,742 of
them were built of stone, 1,191 were covered with iron,
139 with tiles, and 363 with soil. There were 17
mosques, 5 churches, 52 streets, 116 alleys, a city park,
3 hotels, 36 snack bars, 879 craft workshops, and nearly
2,000 merchant shops.

As can be seen from the above-mentioned infor-
mation, the houses in Shusha were mostly built of stone
and covered with inflatable roofs. The white, solid
stone that adorns Shusha was quarried on the outskirts
of the city and carved by local carpenters. Most of the
houses were two or three stories with large windows
and very large street doors. Most of them had cellars
and barns to store food. There were quite a lot of houses
of Karabakh princes, beys and Shusha merchants in the
city. The multi-room mansions were distinguished by
their splendor and wealth. Such houses had large halls
for receiving guests and holding family parties. The
walls were decorated with flower ornaments or battle
and hunting scenes by skilled craftsmen, as is custom-
ary in Azerbaijan. Under the ceiling, alcoves were built
around the perimeter of the rooms to store beautiful
dishes. There were large niches in the walls where blan-
kets, chests, and carpets were stored. Small shelves
were used to store books, a Koran case, pens and writ-
ing materials. Large niches were covered with beautiful
curtains decorated with patterns, ornaments, or beads.
The upper part of the curtains was decorated with a
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fringe and a strip of the same material as the decora-
tions on the fabric of the curtain.

Due to the harsh winter season and heavy rainfall
in Shusha, the angle of the roofs of the houses was very
sharp so that the snow falling on the roof would not
weigh down too much. Houses were built according to
the approved master plan of the city. The courtyards did
not face the street, they were necessarily located behind
the house, and from the streets, elegantly built houses
could be seen, rather than the courtyards. The windows
and doors of all the houses in Shusha faced the street
directly. Local marble stones were laid on the streets,
and sidewalks were made of large cobblestones for pe-
destrians. Thus, carriages could move comfortably.

Mansions in the architecture of Shusha and
their layout

After the foundation of Shusha was laid as the cap-
ital of the fortress city and khanate, as well as a cultural
center, architects, nobles, intellectuals, artists, scien-
tists, musicians, teachers and other artists were invited
here. As a result of their efforts and love, the intelli-
gentsia gathered here created a new Azerbaijani city, a
different society, in an area located in a difficult terrain,
which could be compared with European cities. A suf-
ficient number of schools and madrasahs were opened
and the city developed a lot in a short period of time.
Thus, a large army of intellectuals was formed in
Shusha. Young people from Shusha went to Europe to
study and ensured the recognition of Azerbaijan there.
For this reason, along with national values, European
style and values prevailed in the city, from clothing to
cuisine. These names did not ignore the architecture of
the city.

"As we know, 17 neighborhoods have been built
in the city. Each neighborhood had its own square,
mosque, spring and hammam. The houses in the city
were two and three-story, large-sized, with many large
windows and balconies, and were built of local marble.
The windows were made in grid style, the distance be-
tween the floors was decorated with stone ornaments,
and the roof of the house was covered with tiles. Each
house had a stone inscription with information on it.
This epitaph necessarily contained the Qur'anic verse
and, in many cases, the date of construction of the
house, the name of the architect and the owner"
(Chingiz Gajar; 2014). The houses of old Shusha were
mostly of mansion type. All of them had orchards and
were surrounded by stone fences. Houses form a kind
of street-corridor, their whole walls often faced the
street.

German traveler Baron Von Gatshausen wrote
about the artistic layout of Shusha residential houses in
Shusha in 1843 in the house of Major-General
Jafargulu Khan Javanshir, the grandson of the Khan of
Karabakh Ibrahimkhalil Khan: “...My companion, Mr.
Aderkas, was introduced to him (Jafargulu Khan) in
Shusha and was invited to tea by him. He saw here a
strange mixture of Eastern and European customs and
ways of life. The appearance of the house was no dif-
ferent from the houses of rich Tatars (Azerbaijani) in
Shusha. But inside, there was a hall arranged accord-

ing to European comfort, mirrors on the walls, chande-
liers on the ceiling, furniture made of expensive red
wood in front of the walls, sofas, armchairs, tables,
chairs... The walls were wallpapered, decorated with
paintings, all the things were European neatness and
luxury. The servants were dressed in Tatar clothes and
Circassian chokha."

Wall paintings

From ancient times in Azerbaijan, it was accepted
to decorate the palaces, residences, hammams, coffee
houses and teahouses of partially rich people in Azer-
baijan with battle and hunting scenes, flower bouquets
with birds perched on them, as well as with geometric
patterns. Several palaces in Azerbaijan were famous for
their rich wall patterns. The palaces in Tabriz, Shaki,
Yerevan, and Baku stand out among them. In the north
of Azerbaijan, only the khan's palace in Shaki has sur-
vived to this day, and the palace in Yerevan was burned
by Armenians at the beginning of the 20th century. De-
scriptions of the remaining palaces were recorded in the
travel notes of travelers, scholars and merchants.

Each Azerbaijani's house had relatively large liv-
ing rooms, which were always given special attention
to their layout. In the design of living rooms in Shusha
in the 19th century, in addition to wall patterns, as a
rule, stained-glass windows occupying one of the walls
- grids, decoratively worked steamers, niches, or wall
cabinets with artistically decorated curtains of various
kinds, collected for collection, or porcelain included
shelves lined with dishes. In addition, the rooms were
enlivened colorful Karabakh carpets spread over the
entire floor. In Shusha, the production of carpet sets
with one main point and four elongated parts around it
was widespread.

Shusha was a rich and highly cultured city, and of
course there was a secret competition between the own-
ers of mansions - residential houses in the design of in-
teriors. The middle and lower classes, brought up by the
high artistic traditions of the society, tried not to be left
behind and often painted and colored the walls of the
living rooms themselves, or invited masters who agreed
to do this work for a relatively low price.

The famous Russian artist V. Vereshagin, who
came to Shusha in 1865, later wrote that ornamental
compositions, battle scenes and portraits of heroes were
painted on the walls and ceilings of the houses of
wealthy Shusha residents. He wrote that the wall pat-
terns are distinguished by their rich fantasy, thought out
and executed with great taste.

The names of many of the masters who worked on
wall paintings in Shusha have survived until our time:
Usta Qanbar Karabaghi, his brother Usta Safar, Usta
Ganbar's sons Usta Shukur and Usta Javanshir, Usta
Abbasgulu, his son Usta Hasan and Usta Karim were
among these masters. Some of them participated in the
restoration of Shaki Khan's palace built in 1797 in
1902.

In the paintings of the famous Russian artist V.
Vereshagin, living rooms of middle-class residents
(names not mentioned) are shown. These paintings of
the artist are very important for the interior design of
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Shusha architecture. The artist made a valuable contri-
bution to the history of the city during his short stay in
Shusha. Due to the lack of other research documents
and researchers in this field, examples of easel painting
in Shusha, Baku, Ordubad, Ganja and other cities were
not registered and thus, their details could not be pre-
served to our time. Fortunately, in 1954, N. Mi-
klashevskaya studied the wall patterns of a number of
monuments of Azerbaijan in the 18th-19th centuries,
including the four houses of Shusha. Unfortunately, the
study was conducted almost 30 years after almost all
Shusha mansions and palaces were converted into hos-
pitals, kindergartens, and rest homes, and very little of
those beautiful wall patterns remained. Even the black-
and-white drawings of Nataliya Miklashevskaya, to
whom we are extremely grateful, testify to the high cul-
ture of the monumental painting of Shusha artists and
the fine taste of the owners of the studied houses
(Chingiz Gajar; 2014).

N. Miklashevskaya studied the wall patterns of the
houses of the Mehmandarovs, Haji Mammadov, Is-
kander bay Rustambayev and Safibeyov, only four
mansions of Shusha and provided rare information. Ac-
cording to the researcher, the first three houses were
built by Usta Ganbar Karabaghi. The paintings in Sa-
fibayov's house were painted by an unknown master,
whose style is markedly different from the known
works. The researcher assumes that this is Master Safar,
brother of Master Ganbar. At the same time, N. Mi-
klashevskaya confirms that the wall patterns on the first
floor of the Shaki Khan palace and such compositions
are repeated by the artist Usta Ganbar Karabaghi in the
small room of the Mehmandarovs' house in Shusha.

The researcher wrote that in Azerbaijan, especially
in the houses of Shusha, the surface of the walls was
divided into certain elements: bulging panels, panel and
wall recess.

The more common motifs of wall patterns are plot
compositions that include plant plots, depictions of an-
imals and birds, as well as battle scenes, hunting scenes,
and scenes from classical literary works. "The coloring
of the wall patterns is distinguished by the richness and
brightness of their colors, and the harmony of their
combination. However, this brightness and the extreme
variety of ornamental plots do not create monotony and
tastelessness”. N. Miklashevskaya studied a small room
and a large living room in the Mehmandarovs' house. It
is believed that the wall patterns of this house are
among the early works of Master Ganbar (80s of the
19th century). Although the paintings in the small room
are in bad condition, only the ceiling and the steamer
remained in the hall. Some plots of the wall patterns of
the first floor of the Shaki Khan palace are simply re-
peated here. This allows showing all parts of the wall
patterns similar to the Shaki patterns of the Mehmanda-
rovs' house. The researcher believes that the wall pat-
terns of the panel in the Mehmandarovs' house are more
delicate compared to the wall patterns of the hall on the
first floor of Shaki Khan's palace due to the neatness of
their work and the subtlety of their colors. Both in the
small room and in the hall, there are bulging-shaped va-
pors covered with dense carvings characteristic of
Shusha.

N. Miklashevskaya, who studied the wall patterns
of the Mehmandarovs' house, compares the grid cover-
ing the entire facade wall of the hall to the grid in Shaki
Khan's palace: "The grid forms a beautiful pattern of
stars and frames with its fine, elegant structure in har-
mony with small colored glass and completes the
unique beauty of the room" (Chingiz Gajar; 2014).

The wall patterns of the houses of Haji Mamma-
dov and Iskandar Bey Rustambayev, which are close to
each other, also belong to Usta Ganbar. Iskander Bey
worked on Rustambayev's house at the very beginning
of the 20th century, shortly before his death. Haji
Mammadov's house was built a long time ago, and of
course the patterns have not survived very well. In both
walls of Iskander Bey Rustambayev's house, which are
covered with beam, there are steamers, and wall cabi-
nets are placed next to them. In Haji Mammadov's
house, the steam room is in a wall with no cupboards
and only beams. The chimneys in both houses are sim-
ilar to the chimneys in the Mehmandarovs' house.

The wall patterns of Safiyev's house were made by
an unknown master. It differs from the wall patterns of
the Shaki Khan palace and the houses described above
in terms of execution methods. There, the simple paint-
ings depicting four angels standing opposite each other
on their knees, most likely indicate the taste of the
owner, not the artist. Such scenes were in vogue in cof-
feehouses, hammams, and the houses of the lower clas-
ses of the society.

The absence of battle and hunting scenes in the
houses described above, where Usta Ganbar worked,
convinces Nataliya Miklashevskaya that even though
there was his signature in Shaki Khan's palace, the bat-
tle and hunting scenes were not painted by Usta
Ganbar, but by his brother Usta Safar. In our opinion,
the absence of scenes from the past in the later wall pat-
terns can be explained by the negative attitude of the
tsarist administration to the advertisement of the heroic
passerby of the peoples in the occupied territories. Ac-
cording to contemporaries, the baths in old Shusha
were decorated very brightly and with great imagina-
tion, as well as in a banal way. A large part of the wall
patterns fell on the facade of the building and the dress-
ing area. Most of the baths were decorated from the in-
side and outside with scenes of battles, hunting, wres-
tling of wrestlers, as well as paintings of works by Ni-
zami, Ferdowsi, and other classics of Azerbaijani and
Persian literature.

Shebeke in Shusha

The big houses of this city differ from the houses
of other Caucasian cities with their renovation and she-
beke (network) of stained-glass windows. The paint-
ings of the Russian artist V. Vereshagin are a great
proof of this. As can be seen from his works, the carved
windows of the Shebeke replaced the entire wall of the
room from ceiling to floor, or part of it, depending on
the layout of the building. Such windows created a joy-
ful palace mood with matching bright carpets on the
floor and wall patterns decorated with multi-colored or-
naments. Craftsmanship was well developed in Shusha,
and there was no problem finding craftsmen and wood
for traditional Shebeke production. Window frames
and grids were assembled from standard boards without
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nails. One square meter of the window net consisted of
3-5 thousand such boards glued together. The colored
glasses formed a 10-12-rayed star in the Shebeke. The
selected drawing was repeated symmetrically. The win-
dows went up and down. The structure of the Shebeke
was the same as in Shaki. The general appearance of
the paintings of the Shebeke art of Shusha is much more
elegant and complex than that of the art of Shebeke in
Shaki.

There were the remanings of Shebeke art in the
houses of Mehmandarovs, Haji Mammadov, Isgandar
bey Rustambayov, Zohrabbayovs and others in Shusha.

Chimneys (bukhari) in the houses of Shusha

Houses of the people of Shusha were heated with
Bukharis, mangals (usually with very beautiful decora-
tive arrangement), and in poor families, in old times,
with ovens. Almost all houses had a Bukhari in at least
one room. Bukhari was an indicator of the owner's pros-
perity and financial status in the houses Shusha and
Shaki. There was a secret competition between Shusha
nobles for the beauty, size and efficiency of their Bu-
kharis.

Unfortunately, only black and white drawings of
these Bukharis have survived to our time. Due to their
quality and clarity, the best are the paintings of the Bu-
khari painted by V. Vereshagin. Unfortunately, he did
not mention the names of the owners of the most inter-
esting houses with bukharis.

In her article (1954) related to the wall ornaments
of Azerbaijan, N. Mikhlashevskaya provides interest-
ing information. About the bukhari in the house of the
Mehmandarovs, she writes: “Its construction is charac-
teristic for the bukharis of Shusha. Bukhari is built a
little bit forward from the line of the wall and it has a
four-square shape with a chimney formed extension
with the height of a meter and a half. There is small
decorative square located above it. Above this square,
it is completed with wall paintings of steaming flowers
directly on the wall. The firework on the steamer's mir-
ror is framed by a complex ashlar arch. Bukhara is not
so richly decorated. The simple geometric plant orna-
ment adorning its well-profiled stripes is a highlight.
The wall colors of stylized flowers on a blue back-
ground are repeated in the tympans of the bulging shape
of the fireplace, as in the tympans of the panel of the
adjacent room. There is very little bronze color in Bu-
khari's murals. As already mentioned, the frescoes of
the ceiling are well preserved. This cannot be said about
Bukhari's wall paintings" (Miklashevskaya; 1952).

The walls of the hall in the house of Iskandar Bey
Rustambayev have two identical bukhari, and in the
house of Haji Mammadov, there is one. All three bu-
kharis are of the same type: "The bukhari is located in
the center of both walls of the hall of Rustambayev's
house, which are covered with shalbanbasi, and its wall
cabinets are located on the sides."

In Mammadov's house, there is only one chimney
in the center of a wall covered with shalbanbasi (to the
right of the entrance door). The bukharis of these
houses are similar in composition to the bukharis of the
hall of the Mehmandarovs' house.

N. Miklashevskaya describes the wall patterns of
the bukhari located in the house of Haji Mammadov,
where the artist Usta Ganbar worked: "The basic plot
of the bukhari's patterns is a pheasant composition sur-
rounded by roses. According to the size, shape and
color of the pheasant, it is the same as the other wall
patterns of Usta Ganbar.

Mansions

Since the number of wealthy people in Shusha was
large, houses were built more luxuriously than others.
All of these factors made Shusha a very beautiful city.

The architectural style of a number of houses has
been relevant at all times. For example, the entrance
door of Jahangir Khan's house (the building where the
Shusha District Police Department is located) has a
block system. After entering through the gabled front
door from the street, one can go up the stairs and enter
the rooms. The windows of the house are very close to
the floor, they are placed higher than 20 cm from the
floor. There is a large gate in the building itself for the
entrance of the carriage to the yard. In such houses,
even in the 19th century, there was a bathroom in the
second and third stages. In order to drain the dirty wa-
ter, siphon-shaped channels were made in the raft mar-
ble stones, which prevented the unpleasant smell from
coming from the pipe.

The same words can be said about the palace com-
plexes of Haji Gulu, Khan's daughter Natavan, Bahman
Mirza Gajar, Asad Bey, Mehmandarovs and others, as
well as the mansions of Haji Dadash, Zohrabbayov and
many other houses.

The Mansion of the Mehmandarovs

One of the historical properties located in the city
of Shusha is the house of the Mehmandarovs, which is
an example of 18th century architecture. The represent-
atives of the Mehmandarov family performed military
and political duties in the administration system of the
Karabakh Khanate, as well as the whole Azerbaijan.
This family is also known for its officials, generals, pro-
fessors, doctors and many intellectuals. There were of-
ficials who performed many duties in the management
system of the Azerbaijani khanates. One of those posi-
tions was called "Mehmandar". This word is of Persian
origin and means "hospitable", “guest loving”. The
main task of the Mehmandar was to welcome, accom-
modate, organize food and drinks for official guests, or-
ganize their rest at the appropriate level and provide
other services. During the rule of Karabakh Khal Ibra-
himkhalil Khan Javanshir and his son Mehdigulu Khan,
this position was performed by a person named Ali. The
name of the Mehmandarov dynasty begins with that
person.

The descendants of the Mehmadarovs have been
forever written in the history of Azerbaijan not only
with dozens of historical figures from this family, but
also with the masterpieces of Shusha architecture, the
architectural face of the city, the "Building of the
Mehmandarovs". The mansion complex of the
Mehmandarovs, which is considered a historical-archi-
tectural monument of the 18th century, was built by the
representatives of the Mehmandarov generation, who
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performed many civil and military duties in the admin-
istrative system of the Azerbaijani khanates, including
the Karabakh khanate. The mansion complex of the
Mehmandarovs, located in the Taza quarter of Shusha,
includes two large residential houses (one of which has
not survived), a small residential house and a mosque.
Later, a spring was built on the road leading to the
mosque.

When Mirza Ali Bey resigned from his position
due to his age, for his special and invaluable services in
the development and strengthening of the Karabakh
Khanate, Mehdigulu Khan Javanshir, along with many
awards, gave him an additional plot of land thirty-five
long and thirty arshins wide in a prominent located in
well-kept corner of the "Taza quarter”. And Mirza Ali
Bey decided to build a house for his children in this
beautiful place. He wanted to build here an original and
beautiful palace with a special architectural appear-
ance, which would stand out from other buildings in the
city with its splendor, wealth, in short, external beauty,
be worthy of the name of his ancestors, and represent
the glory of his honorable generation for years and gen-
erations. For this purpose, he invited the famous archi-
tect of his time, Karbalai Safikhan Karabakhi, who was
the author of several magnificent buildings not only in
Karabakh, but also in Transcaucasia and across the Cas-
pian Sea. The master craftsman worked very hard on
the project of the building, put a lot of effort into it, and
presented it to Mirza Ali. The customer, who under-
stood the construction works well, agreed to start the
project, valuing the architect's work.

The construction of the building erected under the
personal leadership of Karbalai Safikhan Karabakhi
was completed on time. The talented and tasteful pro-
fessional architect gave the owner a two-story, beauti-
ful, indestructible palace-style private residence made
of hewn local stones. With its horse stable, cellar for
storing food, kitchen, large hall for family parties and
guests, large courtyard, chimney and garden, this man-
sion was not inferior to the palaces of princes and no-
bles. Later, auxiliary and farm buildings were added to
the building, and it became a fundamental, large resi-
dential complex distinguished by its excellence. Thus,
a work of art was created in Shusha, which is one of the
masterpieces of Karabakh architecture and defines the
architectural face of the city. It is name as the “Mansion
of the Mehmandarovs” is written to the national history
of architecture.

The wall paintings in the interior of the house were
made by the master Ganbar Karabagi. Ganbar Rahim
Oghlu Karabagi is known in the Middle East as an ar-
chitect and sculptor. He is the author of various decora-
tive panels and compositions that decorate the interiors
of a number of residential houses in Shusha and Shaki.

In the early years of the 20th century, the road
leading to the building was called "Mehmandarovs
Street". The residential complex of the Mehmandarovs
had completely different functions during the years of
Soviet rule (since 1930), the district hospital and many
other state offices operated here. After its restoration in
the eighties of the last century, it became a real treasure
of science, culture and art, and this time it opened its

doors to its guests as a carpet museum and began to
serve the spiritual world of our people (Guliyev; 2019).

According to the information of the Ministry of
Culture regarding the mansion complex of the
Mehmandarovs: The mansion complex of the
Mehmandarovs was first passported by the Ministry of
Culture of the Azerbaijan SSR in 1977-78. The
Mehmandarovs' large residential building functioned as
the Shusha City Hospital during the Soviet era. On May
19, 1987, the Shusha branch of the State Museum of
Azerbaijan Carpet and Folk Applied Art (currently the
Azerbaijan National Carpet Museum) started operating
in the residential complex that once belonged to the
Mehmandarov family. Since the city of Shusha was oc-
cupied by the Armenian armed forces in 1992, the ex-
hibits that could be transported in the branch were evac-
uated and brought to Baku. During the war, the mansion
complex of the Mehmandarovs was seriously damaged
and destroyed. Most of the buildings on the property
were demolished. During the Armenian occupation, the
Mehmandarovs' small residential building functioned
as the Shusha History Museum.

The mosque on the territory of the complex was
appropriated by the Armenians and turned into a Geol-
ogy Museum. Huge reconstruction works carried out by
the Azerbaijani state in our territories liberated from oc-
cupation, including the restoration and construction
process carried out in Shusha, are executed in accord-
ance with the original architectural style of Shusha. The
historical buildings of the city are being restored as part
of the works. Currently, the Mehmandarovs' mansion
complex is undergoing renovation and restoration. It
can be said without hesitation that Mehmandorov's
mansion is one of the symbols of Shusha. As you can
see, the mansion is not only a residential house, but a
complex with a certain history.

One of the most beautiful palaces in Shusha is the
palace built by the Karabakh merchant Haji Gulu. Built
in 1851, the three-story palace consisted of 46 rooms
and 2 large guest halls. The architectural monument
was built taking into account national values and the
most beautiful traditions of Azerbaijani architecture.

One of the most beautiful estates of the 19th cen-
tury is the Bahman Mirza Govanli Qajar palace com-
plex. This house located in Kocharli neighborhood and
other buildings belonging to the complex were in the
inventory of the Shusha Rest House until the occupa-
tion. Additional buildings were added to this house in
the 60s and 70s of the last century. After the occupa-
tion, most of the houses were destroyed, and some were
completely demolished. The mosque and the fountain
of the mosque, located in the Kocharli quarter, were
built with the order of Bahman Mirza Qajar and entered
the territory of the palace complex.

It should be noted that Field Marshal Bahman
Mirza Gajar, the son of Abbas Mirza Gajar Govanli and
Assiyeh Khanum, the heir of Azerbaijan and the prince
of Iran, was forced to flee to the Caucasus in 1848 as a
result of palace quarrels. Bahman Mirza settled in
Shusha, moved his harem, children and close people
here.

Ker Porter describes the rooms of the palace in
Tabriz that belonged to Bahman Mirza's father Abbas
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Mirza (the wall paintings of the palace probably belong
to the famous Azerbaijani artist Allahverdi Afshar) as
follows: "The various shelves on the walls are filled
with paintings of old shahs. These paintings are dedi-
cated to their hunting skills, as well as Abbas Mirza's
own dangerous hunting episodes. In Iran, the subjects
of such entertainment were depicted as fierce as wild
animals, just like the objects of hunting. Portraits of
beautiful women also found their place in the halls of
the palace of this polite prince. The artists of the coun-
try use a lot of gold, silver and bright, metallic colors
to emphasize the luxury and grandeur of the portraits
of the rulers. The portrait itself is a magnificent deco-
ration of the palace walls. In 1739, when Nadir Shah
Afshar marched to India, he seized too many jewels
from the rich treasury of the Great Mughals. Among
them was the famous Peacock Throne, which was set
with extremely precious stones on a heavy gold base.
These jewels can also be seen in the "Gajar style" por-
traits painted later, especially in the portraits of Fatali
Shah, on his arms, crown, weapon and belt decorated
with many emeralds and diamonds.

The house of the palace complex of the famous
Azerbaijani poetess Khurshid Banu Natavan, daugh-
ter of Khan, is considered one of the pearls of Shusha
architecture of the 19th century. In the past, a plaque
was placed on the building, at the entrance of the house.
After the occupation, the inscription on the stone tablet
was erased and destroyed by the Armenian invaders in
order to fake the history. On the plaque it was written:
"Khurshudbanu Natavan, a prominent representative of
the 19th century Azerbaijani literature, a smart and cul-
tured daughter of her age, was born in this house and
lived and created here (1830-1897). The other house,
which is part of the Khan Gizi Palace complex, dates
back to the 18th century.

The most eye-catching properties of Shusha’s ar-
chitecture of the 18th century include Husuu Hajiyev's
Haji's property located in the Yusifli quarter, Asad
Bay's palace complex house, Mashadi Tagi and Yusif
Vazir Chamanzaminli's house located on Mir Hasan
Vazirov Street, Khan Shushinsky's house located in the
Chol Gala quarter, and the houses of the famous Azer-
baijani opera singer Bulbul. Most of the houses located
in the Haji Yusifli neighborhood were built in the 18th
century.

The mansions built in the 19th century, distin-
guished by their size and rich design such as the man-
sion of the Zohrabbayovs located in the Gurdlar neigh-
borhood, the mansion of Aslan Garasharov located in
the Mamayi neighborhood, Khan Evi (the Khan's
house) located in the Kocharli neighborhood, the house
of Haji Bashir located in the Mardinli neighborhood
(Zulfugar Hajibayov also lived in this house), and the
house of Haji Muhammad, Jahangir khan's house, Haji
Alibaba's house (technical vocational school building)
located on Ahmed bey Agha oglu street, Hamamgabagi
neighborhood, Haji Dadash's house located in Taza
neighborhood, Ugurlubayov's mansion located on Kar-
balayi Safikhan Karabagi street, the house of house
Sadigjan, the famous tarzan (tar master) of Azerbaijan,
the author of modern Azerbaijani tar, located in Ko-

charli neighborhood, the house of Jafargulu Agha Ja-
vanshir and Firudin Bey Kocharli, the house of Ja-
hangir Khan Nuribeyov (the building of the Shusha
District Police Department) located on Sadigjan Street
and other mansions are examples of high architectural
and tasteful design of residential houses in Shusha.

Another famous residence of the 19th century is
the house of the Azerbaijani composer Uzeyir
Hajibeyov, which later served as a museum. On the en-
trance of the house, information was written about the
birth and living of Uzeyir Hajibeyli and his brother
Zulfugar Hajibeyli in this house. The plaque, which
was destroyed during the occupation, could not be
found. Most of the houses located in Mamayi district
were built in the 19th century.

Unfortunately, after the occupation of the city of
Shusha, the Armenian aggressors literally razed
Shusha, the land of miracles, to the ground without ig-
noring the demands of international organizations
about the inadmissibility of destruction of historical
monuments in the occupied territories, with the aim of
destroying the evidence confirming that the city was
historical part of Azerbaijan.

On September 27, 2020, a great war of honor be-
gan in response to the next provocations of Armenian
terrorists who were not satisfied with keeping the lands
under occupation. The lands occupied by Armenina
starting from the beginning of 1988, resorting to all
dirty deeds, for 6 years until 1944, were released within
44 days.

In 2022, President Ilham Aliyev declared this year
"the year of Shusha" to celebrate the 270th anniversary
of the city of Shusha (the city of Shusha was founded
in 1752 by Panahali Khan). This event led to the accel-
eration of works aimed at the restoration of Shusha's
architectural monument, as well as the revival of its cul-
tural life and infrastructure.

Conclusion

Some researches believe that, the main purpose of
the construction of the five-story buildings built in
Shusha during the Soviet era was not to accommodate
people, but to demolish historical properties and to lose
traces of Azerbaijan in Shusha. As at that time, this pol-
icy manifested itself in different forms in all parts of
Azerbaijan. Historical-architectural monuments of
Shusha city have a unique and irreplaceable place in the
history of Azerbaijan. Although it is said that the
houses of Shusha are not different from the houses of
other regions of Azerbaijan, we think that in Shusha,
mainly two-story properties built from local rock stones
are quite different. It is possible to differentiate them
from residential houses in other regions with their
unique construction style and architectural elements.
The solution of the entrance portal, which is made of
wooden lattice window, glazed balcony, columns, rail-
ings and carved stone elements can be the example of
this. Unfortunately, most of these buildings have not
survived to our time.
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Abstract

The rapid development of information and communication technologies (ICT) has led to a significant increase
in the complexity and scale of cybersecurity threats. Emerging technologies such as cloud computing, big data,
the Internet of Things (10T), and 5G have expanded digital ecosystems, creating new attack surfaces. In this con-
text, traditional security mechanisms are increasingly insufficient against dynamic and adaptive threats. Conse-
quently, the integration of artificial intelligence (Al) and machine learning (ML) into cybersecurity has become a
critical research and application area. This article examines the theoretical foundations, application domains,
advantages, and limitations of Al-based cybersecurity approaches. Furthermore, it explores practical implemen-
tations, ethical and legal considerations, and future development trends in modern ICT environments.

Keywords: cybersecurity, threats, artificial intelligence, machine learning

Introduction

The acceleration of digital transformation has re-
sulted in governments, businesses, and individuals re-
lying heavily on information systems for everyday op-
erations. Digital platforms now support critical infra-
structures, financial transactions, healthcare services,
education, and public administration. This growing de-
pendence on interconnected systems has significantly
increased exposure to cybersecurity threats. As organi-
zations migrate to cloud environments and adopt mo-
bile and remote work solutions, the attack surface ex-
pands, providing adversaries with more entry points.
Consequently, cybersecurity has evolved from a tech-
nical concern into a strategic priority for both public
and private sectors.

This reliance on digital technologies has led to a
substantial increase in both the number and sophistica-
tion of cyberattacks. In recent years, ransomware, so-
cial engineering attacks, zero-day vulnerabilities, and
distributed denial-of-service (DDoS) attacks have be-
come widespread. Attackers increasingly employ auto-
mated tools, artificial intelligence, and advanced per-
sistent threat (APT) techniques to bypass conventional
defenses. Moreover, cybercriminal groups operate in
organized networks, sharing tools and exploiting vul-
nerabilities across industries. Global economic losses
from cybercrime are projected to reach trillions of dol-
lars annually, highlighting the urgent need for advanced
security solutions (Morgan, 2020). The financial im-
pact is accompanied by reputational damage, opera-
tional disruptions, and potential risks to national secu-
rity, further emphasizing the critical nature of cyberse-
curity investments.

Traditional cybersecurity approaches primarily
rely on rule-based systems and signature-based detec-
tion mechanisms. While these methods were effective
against known threats, they struggle to detect new and
evolving attack patterns. The rapid growth of big data,
0T devices, and high-speed networks generates vast

volumes of security-relevant information that exceed
human analytical capacity. Security analysts often face
alert fatigue due to the overwhelming number of warn-
ings generated by traditional systems. As a result, or-
ganizations require intelligent and automated solutions
capable of analyzing complex datasets and responding
to threats in real time (Sommer & Paxson, 2010).

Artificial intelligence offers new opportunities in
cybersecurity by enabling systems to analyze large vol-
umes of data and detect anomalies in real time. Ma-
chine learning algorithms can identify suspicious be-
havior patterns, while deep learning models can recog-
nize complex attack signatures. Unlike traditional
systems, Al-based approaches learn from historical
data and continuously improve their performance.
These systems can correlate events across multiple
sources, such as network traffic, endpoint logs, and user
behavior, providing a holistic view of security threats.
Al-driven solutions are particularly effective in detect-
ing insider threats, phishing campaigns, and advanced
persistent attacks that often remain undetected by con-
ventional tools.

Furthermore, Al-based systems are capable of au-
tomated threat detection and response, reducing human
intervention and improving efficiency (Goodfellow et
al., 2016). Automation enables security operations cen-
ters to prioritize incidents, isolate compromised de-
vices, and implement mitigation strategies within sec-
onds. This rapid response significantly reduces the
dwell time of attackers within systems. In addition, Al
enhances predictive capabilities by identifying patterns
that indicate potential vulnerabilities before they are
exploited. These capabilities make Al an essential com-
ponent of modern ICT security infrastructures.

The integration of artificial intelligence into cy-
bersecurity also aligns with broader technological
trends such as cloud computing, edge computing, and
5G networks. These technologies increase connectivity
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and data exchange but also introduce new vulnerabili-
ties. Al-based security solutions can dynamically adapt
to these evolving environments, ensuring continuous
protection. As cyber threats continue to grow in scale
and complexity, the adoption of Al-driven cybersecu-
rity strategies is no longer optional but necessary for
maintaining resilient digital ecosystems.

Theoretical Foundations of Al in Cybersecu-
rity

Artificial intelligence systems are computational
models capable of learning from data and making in-
formed decisions. In cybersecurity, these models ana-
lyze network traffic, user behavior, system logs, and ap-
plication-level activities to identify potential threats.
The increasing complexity of digital infrastructures re-
quires intelligent analytical mechanisms capable of
processing heterogeneous data sources. Al-based cy-
bersecurity solutions rely on statistical learning, pattern
recognition, and predictive analytics to detect mali-
cious activities before they cause significant damage.
These systems operate by identifying correlations
among events, recognizing deviations from normal be-
havior, and adapting to new threat patterns over time.

Machine learning methods are generally catego-
rized into supervised learning, unsupervised learning,
and reinforcement learning. Supervised learning relies
on labeled datasets to classify attacks and benign activ-
ities. Algorithms such as decision trees, support vector
machines, and random forests are commonly used in
intrusion detection systems. These models learn from
historical attack data and can accurately classify known
threats. However, their effectiveness depends heavily
on the availability of high-quality labeled datasets,
which are often limited in real-world cybersecurity sce-
narios.

Unsupervised learning techniques address this
limitation by detecting anomalies without requiring la-
beled data. Clustering algorithms, such as k-means and
hierarchical clustering, group similar patterns and iden-
tify deviations that may indicate malicious behavior.
Dimensionality reduction techniques like principal
component analysis (PCA) are also used to simplify
large datasets and highlight abnormal patterns. These
methods are particularly useful for identifying zero-day
attacks and previously unknown threats, which tradi-
tional signature-based systems fail to detect. By mod-
eling normal system behavior, unsupervised learning
approaches enable continuous monitoring and early de-
tection of suspicious activities.

Reinforcement learning, on the other hand, ena-
bles systems to develop optimal defense strategies in
dynamic environments. In this paradigm, an agent in-
teracts with the environment and learns through re-
wards and penalties. In cybersecurity, reinforcement
learning can be applied to automated incident response,
adaptive firewall configuration, and network traffic
management. For example, a reinforcement learning-
based system can dynamically adjust access controls or
reroute traffic to mitigate distributed denial-of-service
(DDoS) attacks. This adaptive capability makes rein-
forcement learning particularly valuable in rapidly
changing threat landscapes (Sutton & Barto, 2018).

Deep learning algorithms, particularly convolu-
tional neural networks (CNNSs) and recurrent neural
networks (RNNS), have gained prominence in cyberse-
curity applications. These models are capable of pro-
cessing high-dimensional data and identifying complex
patterns. CNNs are widely used for analyzing struc-
tured security data, such as packet payloads and mal-
ware binaries, while RNNs are effective for sequential
data analysis, including network traffic flows and user
behavior logs. Long short-term memory (LSTM) net-
works, a variant of RNNs, are especially useful for de-
tecting temporal dependencies in cyberattacks.

For example, deep learning-based intrusion detec-
tion systems can analyze network traffic and identify
malicious activities with high accuracy (LeCun et al.,
2015). These systems automatically extract relevant
features from raw data, eliminating the need for manual
feature engineering. Additionally, autoencoders and
generative adversarial networks (GANS) are increas-
ingly used for anomaly detection and adversarial de-
fense. Autoencoders learn compressed representations
of normal behavior and flag deviations, while GANs
can simulate attack scenarios for training robust detec-
tion models.

Another important theoretical aspect is feature en-
gineering and data preprocessing. Cybersecurity da-
tasets often contain noisy, imbalanced, and heterogene-
ous data. Techniques such as normalization, feature se-
lection, and data augmentation improve model
performance. Handling class imbalance is particularly
important because malicious events typically represent
a small fraction of overall data. Methods such as over-
sampling, undersampling, and synthetic data genera-
tion help address this issue.

Moreover, ensemble learning techniques combine
multiple machine learning models to improve detection
accuracy. Hybrid approaches integrating supervised
and unsupervised learning methods are increasingly
used in cybersecurity research. These systems leverage
the strengths of different algorithms to enhance robust-
ness and reduce false positives. As cyber threats evolve,
theoretical advancements in Al models continue to play
a crucial role in developing adaptive and intelligent cy-
bersecurity solutions.

Al Applications in Cybersecurity

Acrtificial intelligence is widely applied in various
cybersecurity domains, transforming how organiza-
tions detect, prevent, and respond to threats. One of the
primary applications is network traffic monitoring. Ma-
chine learning algorithms learn normal traffic behavior
and detect anomalies, which is particularly useful in
identifying distributed denial-of-service (DDoS) at-
tacks, botnet activities, and suspicious lateral move-
ment within networks. Al-based intrusion detection
systems (IDS) and intrusion prevention systems (IPS)
continuously analyze packet-level and flow-level data
to identify malicious activities. These systems improve
detection rates while reducing false positives, a com-
mon challenge in traditional rule-based monitoring
tools. Additionally, Al-driven traffic analysis can iden-
tify encrypted threats by analyzing metadata and traffic
patterns without decrypting sensitive data, thereby pre-
serving privacy while enhancing security.
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Another important application is malware detec-
tion. Traditional antivirus systems rely on signature-
based detection, which is ineffective against new and
unknown threats. Al-based solutions analyze behav-
ioral patterns and detect previously unseen malware
variants. Machine learning models examine file struc-
ture, execution behavior, memory usage, and system
calls to determine whether a program is malicious. This
proactive approach enhances organizational resilience
against evolving cyber threats (Sommer & Paxson,
2010). Furthermore, deep learning techniques can clas-
sify polymorphic and metamorphic malware that con-
stantly changes its code to evade detection. Al-powered
sandboxing environments also execute suspicious files
in isolated systems and analyze their behavior in real
time, improving detection accuracy and reducing re-
sponse time.

Al isalso used in identity and access management.
Behavioral biometrics analyze typing patterns, mouse
movements, navigation habits, and other behavioral
characteristics to authenticate users. This additional se-
curity layer reduces the risk of account takeover and in-
sider threats. Unlike traditional authentication methods
such as passwords or tokens, behavioral authentication
operates continuously in the background, ensuring that
the legitimate user remains active throughout the ses-
sion. If abnormal behavior is detected, the system can
trigger additional verification steps or automatically
terminate access. This approach is particularly useful in
preventing credential theft and unauthorized remote ac-
Cess.

In addition to these applications, Al plays a critical
role in phishing detection and email security. Natural
language processing (NLP) techniques analyze email
content, metadata, and sender behavior to identify
phishing attempts. Al systems can detect subtle linguis-
tic patterns, malicious links, and spoofed domains that
often bypass traditional filters. As phishing attacks in-
creasingly use social engineering tactics and personal-
ized messages, Al-based detection becomes essential
for protecting users from credential theft and financial
fraud.

Al is also widely applied in security orchestration,
automation, and response (SOAR) platforms. These
platforms integrate Al algorithms to automate repeti-
tive security tasks, prioritize alerts, and coordinate in-
cident response actions. For example, Al can automat-
ically isolate infected endpoints, block malicious IP ad-
dresses, and update firewall rules without human
intervention. This automation significantly reduces re-
sponse time and allows security analysts to focus on
complex investigations.

Another emerging application is threat intelli-
gence analysis. Al systems aggregate data from multi-
ple sources, including threat feeds, dark web monitor-
ing, and vulnerability databases. By correlating this in-
formation, Al can predict potential attack vectors and
provide actionable insights. Predictive analytics ena-
bles organizations to implement preventive measures
before attacks occur, shifting cybersecurity strategies
from reactive defense to proactive risk management.

Moreover, Al enhances endpoint security by mon-
itoring device-level activities. Endpoint detection and

response (EDR) solutions use machine learning to iden-
tify suspicious behavior such as privilege escalation,
unauthorized file access, and abnormal process execu-
tion. These systems provide real-time visibility across
endpoints and support rapid containment of threats.

Overall, Al applications in cybersecurity extend
across multiple layers of ICT infrastructure, including
networks, endpoints, applications, and user behavior.
By combining automation, predictive analytics, and be-
havioral analysis, Al-driven solutions significantly im-
prove the effectiveness and efficiency of modern cyber-
security frameworks.

Big Data and Al in SIEM Systems

Modern organizations generate massive volumes
of security-related data from diverse sources, including
network devices, servers, applications, cloud platforms,
and endpoint systems. Logs, alerts, authentication rec-
ords, and user activity data are continuously produced,
creating complex datasets that are difficult to analyze
using traditional tools. Security Information and Event
Management (SIEM) systems aggregate and analyze
these data sources to provide centralized visibility into
organizational security posture. However, conventional
SIEM platforms often struggle with scalability and gen-
erate excessive false positives, making it challenging
for security analysts to identify genuine threats. The in-
tegration of artificial intelligence and big data analytics
significantly improves the performance and efficiency
of SIEM systems.

Al enhances SIEM effectiveness by identifying
correlations among events and reducing false alerts.
Machine learning algorithms analyze historical data to
understand normal system behavior and detect devia-
tions that may indicate malicious activity. These mod-
els can identify subtle relationships between seemingly
unrelated events, such as unusual login attempts com-
bined with abnormal network traffic patterns. Machine
learning models can also prioritize threats based on se-
verity, likelihood, and potential impact, allowing secu-
rity teams to focus on the most critical incidents. Fur-
thermore, Al-driven SIEM systems automate incident
response processes by triggering predefined actions,
such as blocking suspicious IP addresses, isolating
compromised devices, or generating alerts for further
investigation (Behl & Behl, 2017).

Big data technologies play a crucial role in sup-
porting Al-powered SIEM platforms. Distributed com-
puting frameworks such as Hadoop and Spark enable
the processing of large-scale security datasets in real
time. These technologies allow SIEM systems to ana-
lyze streaming data and detect threats as they occur.
Real-time analytics is particularly important in mitigat-
ing fast-moving attacks, including ransomware and dis-
tributed denial-of-service (DDoS) incidents. By com-
bining big data infrastructure with Al algorithms, or-
ganizations can achieve scalable and high-performance
security monitoring.

Big data analytics also enables predictive cyberse-
curity. By analyzing historical attack patterns, Al sys-
tems can forecast potential threats and recommend pre-
ventive measures. Predictive models identify trends in
attacker behavior, vulnerable systems, and emerging at-
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tack vectors. For instance, Al can detect repeated scan-
ning activities targeting specific ports and predict a pos-
sible intrusion attempt. This proactive approach shifts
cybersecurity from reactive defense to predictive risk
management. Organizations can implement mitigation
strategies, such as patching vulnerabilities or strength-
ening access controls, before attacks occur.

Another advantage of Al-enhanced SIEM systems
is improved threat intelligence integration. These sys-
tems collect data from external threat feeds, vulnerabil-
ity databases, and global cybersecurity reports. Al al-
gorithms correlate this external information with inter-
nal security events, providing contextual awareness.
This capability allows organizations to quickly identify
threats associated with known malicious actors or
emerging campaigns.

Moreover, Al-based SIEM solutions support user
and entity behavior analytics (UEBA). These tech-
niques analyze user activities and establish behavioral
baselines. If abnormal behavior is detected, such as un-
usual login times or unauthorized data access, the sys-
tem generates alerts. UEBA is particularly effective in
detecting insider threats and compromised accounts,
which are often difficult to identify using traditional
methods.

Despite these advantages, implementing Al in
SIEM systems presents certain challenges. High com-
putational requirements, data quality issues, and inte-
gration complexities can affect system performance.
Additionally, ensuring data privacy and regulatory
compliance remains a critical consideration when pro-
cessing large-scale security data. Nevertheless, the
combination of big data analytics and artificial intelli-
gence significantly enhances SIEM capabilities, ena-
bling organizations to improve threat detection, auto-
mate responses, and adopt predictive cybersecurity
strategies.

Al-Based Security in 10T Environments

The proliferation of Internet of Things (10T) de-
vices has introduced significant security challenges
across modern ICT infrastructures. Smart sensors,
wearable technologies, industrial control systems,
smart home devices, and connected vehicles continu-
ously collect and exchange data, often without robust
security mechanisms. Many loT devices have limited
computational capabilities, memory constraints, and
energy restrictions, making traditional security mecha-
nisms impractical. Additionally, 10T environments are
highly heterogeneous, involving different communica-
tion protocols, hardware architectures, and operating
systems. These characteristics increase vulnerability to
cyberattacks such as botnets, device hijacking, data in-
terception, and denial-of-service attacks.

Lightweight Al models provide an effective solu-
tion to these challenges. Instead of relying on resource-
intensive security frameworks, optimized machine
learning algorithms can operate efficiently within con-
strained environments. Edge Al allows data processing
at the device level, reducing latency and improving re-
sponse times while minimizing bandwidth usage
(Zhang et al., 2021). By performing threat detection lo-
cally, edge-based Al reduces reliance on centralized
cloud infrastructures and enhances privacy by limiting

data transmission. This decentralized approach is par-
ticularly beneficial for real-time applications such as
smart healthcare systems, industrial automation, and
autonomous vehicles.

Al-based l0T security systems monitor device be-
havior and detect anomalies. These systems establish
baseline patterns for normal device operations, includ-
ing communication frequency, packet size, and re-
source consumption. When deviations from these pat-
terns occur, the Al model flags potential threats. For in-
stance, compromised loT devices involved in botnet
attacks can be identified through abnormal traffic pat-
terns. Once detected, the system can isolate the affected
device, block malicious traffic, or notify administra-
tors. This enhances the overall security of smart envi-
ronments and reduces the risk of large-scale distributed
attacks.

Another important application of Al in 10T secu-
rity is intrusion detection. Traditional intrusion detec-
tion systems are difficult to deploy in 10T networks due
to limited resources. Lightweight Al-based intrusion
detection models overcome this limitation by analyzing
network traffic in real time. These systems can detect
unauthorized access attempts, spoofing attacks, and ab-
normal device communication. Furthermore, federated
learning techniques allow multiple 10T devices to col-
laboratively train Al models without sharing raw data,
improving detection accuracy while preserving pri-
vacy.

Al also supports secure device authentication and
access control in loT environments. Behavioral profil-
ing techniques analyze device-specific characteristics,
such as communication patterns and operational tim-
ing, to verify device identity. This prevents unauthor-
ized devices from joining the network and reduces the
risk of spoofing attacks. Additionally, Al-based sys-
tems can dynamically adjust security policies based on
risk levels, ensuring adaptive protection.

Moreover, Al enhances vulnerability management
in 10T networks. Machine learning algorithms analyze
firmware versions, configuration settings, and known
vulnerabilities to identify weak points. Predictive mod-
els can recommend updates or configuration changes to
mitigate potential risks. This proactive approach is es-
sential for 10T ecosystems, where devices often remain
unpatched for extended periods.

Despite these benefits, Al-based 10T security faces
challenges such as limited training data, model optimi-
zation constraints, and interoperability issues. Ensuring
secure model updates and protecting Al algorithms
from adversarial manipulation are also critical con-
cerns. Nevertheless, the integration of artificial intelli-
gence into 10T security frameworks significantly im-
proves threat detection, enables real-time protection,
and strengthens the resilience of interconnected smart
environments.

Advantages of Al-Based Cybersecurity

Al-based cybersecurity systems provide several
advantages. They offer high-speed analysis of large da-
tasets and enable real-time threat detection. Automated
response mechanisms reduce reaction time and mini-
mize damage. Additionally, Al reduces reliance on hu-
man analysts and improves operational efficiency.
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Another key advantage is adaptability. Al models
continuously learn from new data and improve detec-
tion capabilities. This is particularly important in the
rapidly evolving cybersecurity landscape.

Challenges and Limitations

Despite its benefits, Al-based cybersecurity faces
several challenges that affect its effectiveness, reliabil-
ity, and practical implementation. One major issue is
the availability of high-quality training data. Machine
learning models require large volumes of labeled and
representative datasets to achieve high accuracy. How-
ever, cybersecurity data are often incomplete, noisy,
and highly imbalanced, as malicious events represent
only a small portion of total network activity. Incom-
plete or biased datasets may lead to inaccurate predic-
tions, increased false positives, or failure to detect so-
phisticated attacks. Moreover, privacy concerns and
regulatory restrictions often limit data sharing between
organizations, reducing opportunities for collaborative
model training and generalization.

Another challenge is adversarial attacks, where at-
tackers manipulate Al models to produce incorrect out-
puts (Papernot et al., 2016). In adversarial scenarios,
malicious actors intentionally craft inputs designed to
deceive machine learning systems. For example, at-
tackers may modify malware signatures, alter network
traffic patterns, or inject misleading data into training
datasets. These techniques can reduce detection accu-
racy and allow threats to bypass security controls. Data
poisoning attacks, where adversaries introduce cor-
rupted samples into training data, pose additional risks
by degrading model performance over time. As Al sys-
tems become more widely deployed, ensuring robust-
ness against adversarial manipulation becomes increas-
ingly important.

Model interpretability is also a significant con-
cern. Many deep learning models function as black
boxes, making it difficult to explain decision-making
processes. This lack of transparency complicates inci-
dent analysis and compliance requirements, particu-
larly in regulated industries such as finance and
healthcare. Security analysts often need to understand
why a system flagged a particular activity as malicious
in order to validate alerts and take appropriate action.
Without explainability, organizations may struggle to
trust automated decisions. Explainable artificial intelli-
gence (XAl) approaches aim to address this limitation
by providing insights into model behavior and high-
lighting important features influencing predictions.

Scalability is another limitation in Al-based cyber-
security systems. Processing large-scale security data
in real time requires significant computational re-
sources and infrastructure. High-performance hard-
ware, including GPUs and distributed computing plat-
forms, is often necessary to support deep learning mod-
els. Smaller organizations may face financial and
technical barriers when implementing such solutions.
Additionally, integrating Al systems into existing cy-
bersecurity infrastructures can be complex, requiring
compatibility with legacy systems and careful configu-
ration.

Another challenge involves model drift and evolv-
ing threat landscapes. Cyber threats continuously

change, and models trained on historical data may be-
come outdated. This requires frequent retraining and
updating of Al systems to maintain effectiveness. Con-
tinuous learning mechanisms must be implemented
carefully to avoid introducing vulnerabilities or degrad-
ing performance. Furthermore, excessive automation
may lead to over-reliance on Al systems, reducing hu-
man oversight and potentially increasing risk if models
behave unexpectedly.

Ethical and privacy concerns also play a critical
role. Al-based monitoring systems often analyze user
behavior, network activity, and personal data. This
raises questions about surveillance, data protection, and
user consent. Organizations must balance security re-
quirements with privacy regulations and ethical consid-
erations. Ensuring transparency, accountability, and
fairness in Al-driven decision-making remains a key
challenge.

Despite these limitations, ongoing research aims
to improve robustness, interpretability, and scalability
of Al-based cybersecurity solutions. Hybrid models,
adversarial training techniques, and privacy-preserving
machine learning approaches are being developed to
address current weaknesses. Overcoming these chal-
lenges is essential for ensuring reliable and secure de-
ployment of artificial intelligence in cybersecurity en-
vironments.

Ethical and Legal Considerations

The use of Al in cybersecurity raises ethical and
legal concerns. Behavioral monitoring systems may
impact user privacy. Therefore, transparency, account-
ability, and data protection principles must be consid-
ered. Legal frameworks should define responsibility for
Al-driven decisions and ensure compliance with data
protection regulations (Floridi et al., 2018).

Future Directions

The integration of Al and cybersecurity is ex-
pected to grow significantly in the coming years, driven
by the increasing complexity and volume of digital
threats. Emerging technologies such as federated learn-
ing, edge computing, and quantum computing will
transform how Al is applied to cybersecurity chal-
lenges. Federated learning, for example, allows organ-
izations to collaboratively train machine learning mod-
els on distributed datasets without sharing sensitive
data. This approach not only preserves privacy but also
enables institutions to leverage larger, more diverse da-
tasets, improving model generalization and threat de-
tection accuracy across multiple environments (Li et
al., 2020).

Quantum computing, while still in its develop-
mental stage, presents both new opportunities and chal-
lenges for cybersecurity. On one hand, quantum algo-
rithms may break conventional encryption schemes,
creating urgent needs for quantum-resistant cryptog-
raphy. On the other hand, quantum computing can en-
hance Al algorithms and enable faster, more sophisti-
cated analysis of complex cybersecurity datasets, im-
proving the detection of novel attack patterns (Mosca,
2018). Research in post-quantum cryptography and
quantum-enhanced Al models is therefore becoming a
critical focus in the field.
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Autonomous security operations centers (SOCs)
and self-healing systems represent another promising
direction. These systems combine Al-driven monitor-
ing, automated incident response, and adaptive defense
mechanisms to operate with minimal human interven-
tion. Self-healing systems can automatically isolate
compromised components, patch vulnerabilities, and
reconfigure network defenses in real time. By continu-
ously learning from evolving threats, these systems are
capable of improving their response strategies over
time. The integration of reinforcement learning into au-
tonomous SOCs allows them to simulate attack scenar-
ios, test countermeasures, and optimize defense strate-
gies dynamically, significantly reducing the dwell time
of threats (Sutton & Barto, 2018).

Another future trend involves the convergence of
Al with other emerging technologies such as block-
chain, 5G networks, and loT. Blockchain-based secu-
rity mechanisms can enhance trust, integrity, and trans-
parency in Al-driven cybersecurity systems, particu-
larly for distributed networks. The rollout of 5G
networks will increase network speed and device den-
sity, necessitating real-time Al monitoring to prevent
network overloads and new attack vectors. In 10T eco-
systems, Al will increasingly support predictive
maintenance, device authentication, and anomaly de-
tection at scale.

Moreover, ethical and regulatory considerations
will shape the development of future Al cybersecurity
solutions. Explainable Al (XAI) will become a key re-
quirement, enabling organizations and regulators to un-
derstand and validate automated security decisions. Pri-
vacy-preserving Al techniques, such as homomorphic
encryption and differential privacy, will allow Al mod-
els to operate on sensitive data without compromising
confidentiality. These developments will help ensure
that Al-driven cybersecurity frameworks are not only
effective but also transparent, accountable, and compli-
ant with global data protection regulations (Floridi et
al., 2018).

In summary, the future of Al in cybersecurity lies
in the creation of intelligent, adaptive, and collabora-
tive systems capable of addressing increasingly sophis-
ticated threats. Integrating federated learning, quantum
computing, autonomous SOCs, and ethical Al practices
will enhance resilience across ICT environments. As
cyber threats continue to evolve, organizations must in-
vest in research and deployment of these advanced Al-
driven solutions to maintain secure and sustainable dig-
ital infrastructures.

Conclusion

Artificial intelligence-based cybersecurity has be-
come an essential approach in modern ICT environ-
ments. The rapid growth of digital infrastructures,
cloud computing, loT ecosystems, and big data plat-
forms has significantly increased the complexity of
cyber threats. Traditional security mechanisms alone
are no longer sufficient to address evolving attack tech-
niques. Al technologies enable large-scale data analy-
sis, anomaly detection, behavioral monitoring, and au-
tomated defense mechanisms, allowing organizations
to detect and respond to threats more efficiently. By

leveraging machine learning and deep learning algo-
rithms, cybersecurity systems can continuously adapt
to new attack patterns and improve their performance
over time.

The integration of artificial intelligence into cy-
bersecurity also enhances operational efficiency. Auto-
mated threat detection reduces the workload of security
analysts and minimizes response times. Al-driven se-
curity orchestration enables rapid containment of inci-
dents, limiting potential damage. Furthermore, predic-
tive analytics allows organizations to anticipate vulner-
abilities and implement preventive measures before
attacks occur. These capabilities transform cybersecu-
rity from a reactive discipline into a proactive and in-
telligent defense framework. As ICT environments
continue to expand, Al-based solutions will play a cen-
tral role in protecting critical infrastructures, financial
systems, healthcare services, and other essential sec-
tors.

Despite these advantages, ethical, legal, and tech-
nical challenges must be addressed. Issues such as data
privacy, algorithmic bias, model transparency, and ac-
countability remain significant concerns. Al systems
often rely on large datasets that may contain sensitive
information, raising questions about compliance with
data protection regulations. Additionally, adversarial
attacks targeting Al models can undermine their relia-
bility. The lack of explainability in complex deep learn-
ing models also complicates decision-making pro-
cesses and incident analysis. Addressing these chal-
lenges requires interdisciplinary collaboration among
researchers, policymakers, and industry professionals.

Future research should focus on developing trust-
worthy and explainable Al models to enhance cyberse-
curity resilience. Explainable artificial intelligence
(XAI) techniques can improve transparency and in-
crease user confidence in automated decisions. Moreo-
ver, advances in federated learning, edge intelligence,
and privacy-preserving machine learning will support
secure collaboration without exposing sensitive data.
The integration of Al with emerging technologies such
as quantum computing and blockchain may also pro-
vide innovative cybersecurity solutions. Ultimately, the
continued evolution of Al-driven cybersecurity frame-
works will be essential for maintaining secure, resilient,
and sustainable digital ecosystems in the face of in-
creasingly sophisticated cyber threats.
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THE ROLE OF HPV SCREENING IN CERVICAL CANCER PREVENTION

Abstract.

Cervical cancer remains one of the most common oncological pathologies among women in the world, despite
the availability of effective preventive measures. It has been proven that persistent infection with oncogenic types
of the human papilloma virus (HPV) is a necessary condition for the development of precancerous changes and
invasive cancer. Traditional cytological screening programs have significantly reduced the incidence in developed
countries, but have limited sensitivity. The introduction of primary HPV testing has become an important stage in
the transformation of screening strategies, providing higher sensitivity and the possibility of extending examina-
tion intervals. The combination of HPV vaccination and organized screening programs is considered as a global

strategy to eliminate cervical cancer.
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Introduction. Every year in the world, cervical
cancer is detected in more than 500,000 patients. Cer-
vical cancer is almost completely associated with a
clearly established etiological factor — persistent in-
fection with highly oncogenic types of the human pap-
illomavirus, which creates unique opportunities for ef-
fective primary and secondary prevention. However,
despite the availability of evidence-based control strat-
egies, morbidity and mortality remain significant [1].

HPV is an extremely common virus that is primar-
ily sexually transmitted. Most sexually active women
are infected at least once in their lifetime, but in the ma-
jority of cases the infection is transient and is cleared
within 12-24 months by a cellular immune response
[2]. The key factor in carcinogenesis is the long-term
persistence of highly oncogenic types, in particular
HPV 16, 18, 31, 33, 45, 52 and 58 [3]. Persistence leads
to the integration of viral DNA into the genome of the
host cell, which activates the expression of oncopro-
teins E6 and E7, capable of inactivating the cell cycle
suppressor proteins p53 and pRb, resulting in mutations
[4].

The pathogenetic cascade from primary infection
to invasive cancer lasts years and sometimes decades.
Initially, mild dysplastic changes occur - cervical in-
traepithelial neoplasia of the first degree (CIN1), which
in a significant proportion of patients regress spontane-
ously. However, if the virus persists, progression to
grade Il and Il cervical intraepithelial neoplasia (CIN2,
CIN3) is possible, which is considered a direct precur-
sor of invasive cancer. It is the long preclinical period
that makes it possible to implement effective screening

programs aimed at early detection and treatment of pre-
cancerous conditions [5].

Traditional cytological screening, based on the Pa-
panicolaou method, has been the mainstay of preven-
tion for decades. However, the limited sensitivity of
one-time testing, the variability of interpretation and
the dependence on the human factor remain significant
disadvantages [6]. The frequency of false-negative re-
sults necessitates repeated examinations at short inter-
vals, which increases the economic costs of the health
care system [7].

HPV testing has become a qualitatively new stage
in the development of screening. Molecular methods
make it possible to detect the presence of DNA or
mRNA of oncogenic types of the virus even before the
appearance of morphological changes in cells. The sen-
sitivity of the HPV test for detecting CIN2+ exceeds
90%, which is significantly higher than cytology [8]. A
high negative predictive value makes it possible to
safely extend the intervals between screening tests up
to 5 years. This reduces the frequency of visits, reduces
the psychological burden on women and optimizes the
use of resources.

At the same time, the high prevalence of transient
HPV infection among young women causes a certain
decrease in the specificity of the test. That is why most
international recommendations recommend starting
primary HPV screening from the age of 25-30, when
the frequency of spontaneous elimination of the infec-
tion decreases [9]. For younger women, a cytological
approach or combined strategies may be preferred.

One of the key advantages of HPV screening is the
ability to stratify risk based on genotyping. Detection
of HPV 16 or 18 is associated with the highest risk of
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progression to high-grade dysplasia or cancer. In such
cases, immediate referral to colposcopy is recom-
mended, even in the absence of cytological changes.
For other high-risk types, cytological or molecular tri-
age is used, which avoids excessive invasive interven-
tions.

Improvement of triage algorithms is one of the
most relevant areas of modern research. The use of bi-
omarkers of proliferation and transformation, in partic-
ular p16/Ki-67 double staining, allows to increase the
specificity of the selection of patients with a real risk of
progression. Additionally, DNA methylation and other
molecular markers are being studied, which may be-
come part of personalized screening models in the fu-
ture [10].

An important aspect is the organization of the
screening. It has been proven that organized programs
with a centralized registry, invitation system and qual-
ity control are significantly more effective than oppor-
tunistic screening, when the examination is carried out
only at the initiative of the patient or the doctor. It is the
organized approach that ensures even coverage of the
population, reduces social inequality and contributes to
a stable reduction in mortality [11].

Self-collection of material for HPV testing is an
innovative tool to increase coverage. Research shows
that women who have not previously undergone
screening are more willing to agree to self-collection of
a vaginal sample at home [12]. The sensitivity of this
approach is comparable to clinical screening, which
makes it promising for countries with low access to gy-
necological care [13].

Combining HPV vaccination with regular screen-
ing creates a synergistic effect. Vaccination signifi-
cantly reduces the prevalence of oncogenic types, espe-
cially 16 and 18, and in countries with high coverage,
there is already a reduction in the incidence of CIN2+
among young women [14]. However, even vaccinated
individuals need screening because there are other on-
cogenic types of the virus and the possibility of infec-
tion before vaccination [15].

The economic feasibility of HPV screening is con-
firmed by numerous models. Although the cost of a sin-
gle test may be higher than a cytological examination,
the longer intervals and the reduction in the number of
invasive forms of cancer make the program more prof-
itable in the long run. In addition, early detection of pre-
cancerous changes allows to apply less traumatic meth-
ods of treatment and preserve the reproductive function
of women [16].

In countries with transition economies, the intro-
duction of HPV screening is accompanied by a number
of challenges: insufficient laboratory infrastructure,
lack of centralized registries, low public awareness and
limited funding [17].

Conclusions. Prospects for development include
the integration of artificial intelligence in the analysis
of results, the development of highly specific molecular
markers and the introduction of individualized models
of risk assessment, which will be able to significantly
reduce the global burden of the disease in the coming
decades and come close to its complete elimination.
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